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Kent Union Advice Centre 
Privacy and Confidentiality Policies 
 
Privacy Policy: Reviewed March 2018 
 
Introduction 
 
This policy should be read in conjunction with the Kent Union Data Protection Policy and the 
Confidentiality Policy contained elsewhere in this manual. This privacy policy explains how 
the Student Advice Centre(s) of Kent Union collects, uses and shares any personal data and 
the rights of a student in relation to it. 
 
How information is collected 
 
When students contact one of the Union Advice Centres personal data is collected that is 
relevant to supporting the students case. All information is held separately to any other 
information collected by Kent Union with the exception of anonymous analysis for statistical 
recording. 
 
The types of information collected 
 
The following types of personal data may be collected at the point that a student makes 
contact with an advice centre and may include: 

• Students name and Student ID 
• Contact information (address/email/telephone number) 
• Course 
• Level of Study 
• Year of Study 
• Fee paying status 

 
Students may decline to provide personal data but this will impact on the ability of the 
Student Adviser to provide advice and information which is tailored to the needs of the 
individual. 
 
In addition, some sensitive information may be requested and students may decline to 
provide this information. Examples of this information are: 

• Gender 
• Disability 
• Ethnicity 

 
Students may decline to give this information and still access the services of the advice 
centre. 
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How information is used 
 
The purpose for which personal data (including personal sensitive data) is collected is to 
enable the advice centre(s) to provide advice, information and guidance targeted to and 
relevant to an individual student. 
 
Information collected will be used to create a case file (electronic or paper) to record 
individual circumstances and advice given; to contact a school, department, University 
personnel or other (as required); to undertake anonymous data analysis to allow 
development of the service; monitoring equality and diversity. 
 
No information about a student or their case will be shared with any other department, 
organisation, or individual outside of the individual Advice Centre without the express 
permission of the student unless: 

• We are required to do so by law 
• It is necessary to ensure the safety of the student or a member of staff 
• We believe that there is the risk of serious harm to others 

 
Students Rights 
 
At the point of engagement with the advice centre the student will be informed of the 
collection of personal data and the student will be asked to confirm that they have read and 
understood our Privacy Notice. They will be asked to confirm this on our SIS form. 
 
Under the Data Protection Act 1998 and General Data Protection Regulations 2016 students 
have the right to: 

• Get a description of personal data being held by the student advice centre 
• Be told why the information is being held 
• Obtain access to and get copies of the personal data 
• Require any incorrect data to be corrected 
• Require personal data to be removed 

 
Students may have other rights and should read the Kent Union Data Protection Policy for 
further details. A digital copy of the policy can be supplied on request. 
 
Any student wanting access to any personal information being held by the Student Advice 
Centre should put the request in writing to: The Representation and Democracy, Kent 
Student Union, Mandela Building, Canterbury, CT2 7NW. 
 
All data which we collect from students is stored on a secure electronic casework system 
which is password protected and only accessible to Advice Centre Staff. This data is retained 
for a maximum period of 6 years from the date of the last contact with the student. After 6 
years all data will be securely and irrevocably deleted by our software provider. 
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Confidentiality Policy 
 
Introduction 
 
The Advice Centre(s) are committed to providing a confidential service to all students using 
the service. No information about a student or their case will be shared with any other 
department, organisation, or individual outside of the Advice Centre(s) without the express 
permission of the student unless: 

• Required to do so by law 
• It is necessary to ensure the safety of the student themselves or a member of staff 

working in one of the advice centres 
• There is the risk of serious harm to others 

 
Confidentiality is important to establish trust between the student and the organisation and 
ensures that the student’s privacy is protected especially when handling sensitive, often 
highly personal information. It involves having secure systems that limit access to client 
records to certain persons in the organisation. 
 
Confidentiality Statements 
 
It is important that the principles of confidentiality are integrated across all aspects of the 
services and management. Students’ deserve the right to confidentiality to protect their 
interests and to safeguard the advice services. A Confidentiality Statement will be displayed: 

• in each Advice Centre 
• and referred to on each Student Advisers email signature 
• and details will be incorporated on the advice centre pages of the website(s) 

 
A Student Adviser will explain the confidentiality policy to any student who accesses the 
advice services. This includes: 

• in-person contact (verbal) 
• telephone contact (verbal) 
• email contact (disclosure via email signature) 

 
Confidentiality Policy and Procedure 
 
Advisers will ensure that students have a confidential interview space (if required) and will 
ensure that actions are taken to ensure no breach of confidentiality can occur inadvertently, 
i.e. case notes or other documents are not left on view, calendars are not seen, confidential 
documents are not left on view, etc. 
 
Advisers must clarify how the student wishes to be contacted via their contact details. Care 
will be taken that advisers do not to refer to the organisation in any telephone call and to 
make sure that they are speaking directly with the student. Advisers will ask whether it is 
acceptable to leave a voicemail message and must take care not to leave a message which 
can be accessed by others. E.g. leaving a message on a home telephone number which 
could be heard by others.  
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Advisers will not confirm the students’ presence in the Advice Centre(s) or use of the service 
without their permission to anyone, including parents; University staff (unless one of the 
reasons listed below occur). 
 
Student Advisers will ensure that all case records/documents are locked away at the end of 
each working day including note books, copies of correspondence and any others sources of 
information. Discretion will be used when papers are read outside of the office and on no 
account will papers be left lying about. 
 
Other than in exceptional circumstances all staff will ensure that no discussion relating to an 
individual user of the advice services takes place outside of its premises. All information 
passed to the Board of Trustees will be given anonymously and no Board Member will 
receive details of individual students’ details or their case. 
 
Much of what is produced in the Advice Centre(s) is a matter of confidentiality so every 
effort will be made to ensure that papers which are confidential do not get into the general 
refuse bins. All papers known to be confidential which are no longer needed will be shredded 
immediately. If there is any doubt, the waste will be treated as confidential. 
 
Consent and Form of Authority 
 
Any consent given by a student for their personal information or case details to be shared 
will ideally be obtained in writing unless it is not possible or appropriate, in which case verbal 
permission can be given. 
 
Any written authority will be given via completion of the appropriate Form of Authority (see 
relevant section of this manual). If the Form of Authority cannot be signed (e.g. student is not 
staying locally) then written confirmation can also be given via email or letter. Any email 
permission should, if possible be received from the student University email address. If the 
student will not be present when information is disclosed about them, best practice is to get 
written permission. 
 
If verbal authority is given the adviser must be certain that they are talking to the student 
themselves and that they are giving the necessary permission. The original of the FOA will be 
retained. 
 
This policy should be read in conjunction with the Advice Centre(s) Conflict of Interest Policy 
and Privacy Policy as well as the KU Privacy Policy. 
 
  



 
 

 Page 5 

 
Breaching Confidentiality 
 
Occasions may arise where it may be necessary to breach confidentiality. Any breach of 
confidentiality will be treated seriously. 
 
There are a number of situations when it may be necessary to breach confidentiality: 
 

• Criminal Acts - There is no duty in English Law to disclose a crime to the police. 
However, there are two exceptions: 

o Terrorism - The legislation regarding terrorist activities is constantly changing 
and being updated by Government. The Terrorism Act 2000, The Anti-Terrorism 
Crime and Security Act 2001, Terrorism Act 2006, and Counter Terrorism Act 
2008 and other more recent legislation have made it a criminal offence not to 
inform on others where you suspect them of being involved in an act of 
terrorism. 

o Drug Trafficking - The Drug Trafficking Act 1994 makes it a criminal offence not 
to report to the police suspicion of knowledge of drug money laundering gained 
during the course of contact with a client. 

 
• Other Legal Obligations - There may be other legal reasons that the Advice Centre(s) 

have a legal duty to breach confidentiality such as: 
o A warrant issued for information 
o Police seizing anything they reasonably believe is evidence in relation to an 

offence under investigation which otherwise may be concealed, lost, altered, or 
destroyed 

o Police issuing a summons to call a member of staff as a witness 
 

• Child Protection Legislation - The Children’s Act 1989 and the Protection of Children 
Act 1999 are just two of the relevant pieces of legislation regarding the protection of 
children. A student adviser may come across these issues in a number of ways: 

o Suspecting that a child is in need or being abused 
o A child may reveal that they have been or are being abused 
o An adult client may reveal an incident of abuse about a child 

The Advice Centre(s) views protection of the child as paramount. 
 

• Risk of Harm - If a member of staff feels that there is a possibility that a student may 
harm themselves or other people then confidentiality may be breached. Examples 
could be: 

o Student threatening suicide 
o Student displaying violent or other unacceptable behaviour 

 
This may involve calling the police, contacting university support services or an external 
support service. Student Advisers will inform the student if this occurs unless they feel it is 
unsafe or not in the student’s best interests to do so. 
 
The Advice Centre(s) have a separate procedure which will be followed should there be a 
need for confidentiality to be breached.  
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Legislative Framework 
 
This policy will be monitored to ensure that it continues to meet all statutory and legal 
requirements. The Advice Centre(s) will ensure that all personal information held and used 
will be treated in accordance with the Data Protection Act 1988, the Data Protection 
Principles set down in the Act and any other relevant legislation. 
 
Ensuring the Effectiveness of the Policy 
 
All existing and new Student Advisers will be kept up to date with this confidentiality policy 
via induction and training. This policy will be reviewed annually and any amendments made 
as required in conjunction with current legislation and in response to the needs of the 
service. 
 
Data and Statistics 
 
Data collected in the Advice Centre(s) is only accessible to staff working in the Advice 
Centre(s). This data enables a Student Adviser to be able to tailor advice to the student 
about their query whilst also providing the Advice Centre(s) with anonymous data for the 
purposes of Equality and Diversity. It enables statistical recording of the demographic of 
students accessing the service(s) and to ask for feedback on the service to enable 
development of the services. 
 
Students’ can decline to give their information but this may affect the ability of the advice to 
tailor advice and information to their situation. Students may decline to provide information 
relating to gender, disability and ethnicity and still access the services of the advice centre(s). 
 
All statistical information given to third parties will be produced in anonymous form, so that 
individuals cannot be recognised. 
 
Casework information is held on CWC for a period of 6 years and is then deleted from the 
system. 
 
Students’ can request a copy of any information held in relation to them under the Data 
Protection Act 1988 by emailing advice @kent.ac.uk or writing to the Head of Representation 
and Democracy at Student Advice Centre, Mandela Building, University of Kent, Canterbury, 
CT2 7NW. 


